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Chapter 1. Introduction

SCSl is an implementation of the SCSI protocol over IP. IniSCSI, servers (targets) provide storage
services to clients (initiators) over IP based networks using SCSI semantics. On iSCSI initiator
nodes, logical units (LUs) appear like any other SCSI block device, where they may be partitioned,
used to hold filesystem storage, used to contain raw data, etc.

At the time of writing, several competing iSCSI target implementations exist on the Linux
platform. Two of them are covered in this white paper:

- iSCSI Enterprise Target (IET). This was the first production-ready iSCSI target implementation
for Linux. It uses a split, part-kernel, part-userland configuration interface that requires
both a specific kernel module, and a running management daemon (ietd). The in-kernel
implementation has not been merged into the mainline Linux kernel tree. Still, IET is included
and fully supported as part of SUSE Linux Enterprise Server (versions 10 and 11), and Debian
5.0 (I enny). Although IET development had quieted down at one time, the project is currently
quite active and has a small, but very productive core development team.

- Linux SCSI Target Framework (tgt). This aims to be a generic SCSI target framework for Linux,
of which an iSCSI target is merely an implementation (or lower-level driver in tgt terms). The
generic in-kernel framework that tgt uses is part of mainline Linux since release 2.6.20, and
has been back-ported to the Red Hat Enterprise Linux 5 patched 2.6.18 kernel series. As such,
itis fully supported on RHEL 5 and CentOS 5 from update 3 onwards; in previous RHEL releases
it had been available as a technology preview only. tgt is also available in RHEL 6 and SLES 11.

This whitepaper describes a solution to use either of these target implementations in a highly
available iSCSI target configuration.




Chapter 2. Installation

2.1. Installing SCSI Target Framework on Red
Hat Enterprise Linux

The SCSI Target Framework (tgt) is a fully supported iSCSI implementation as of Red Hat
Enterprise Linux 5 Update 3. To enable iSCSI target functionality on RHEL, you must install the
scsi-target-utils package, using the following command:

yuminstall scsi-target-utils

If, however, you use the older up2dat e package manager instead of YUM, you must issue the
following command instead:

up2date install scsi-target-utils
After installation, you should make sure that the tgtd service on system startup:

chkconfig tgtd on

2.2. Installing an iSCSI target implementation
on SUSE Linux Enterprise Server

SUSE Linux Enterprise Server 11 comes with two iSCSI target implementations: iSCSI Enterprise
Target (IET) and the SCSI Target Framework (tgt). You may select either for installation.

2.2.1. Installing IET on SLES 11

2.2.2.

2.2.3.
Linux

To install IET, issue the following commands:

zypper install iscsitarget iscsitarget-knmp-<flavor>
Replace <f | avor > with your kernel flavor (usually def aul t ).

Then, make sure that the IET management daemon is started on system startup:

insserv ietd

Installing tgt on SLES 11

To install tgt, issue the following command:

zypper install tgt

tgt requires no additional kernel modules.

Then, to make sure tgt is started automatically on system startup, issue:

i nsserv tgtd

Installing iSCSI Enterprise Target on Debian GNU/

iSCSI Enterprise Target (IET) is available as part of Debian GNU/Linux 5.0 (I enny), although
the IET kernel modules are not distributed as part of the Debian stock kernel. Thus, you must
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install two packages, one containing the IET administration utilities, and one containing the kernel
modules:

aptitude install iscsitarget iscsitarget-nodul es-2.6-<arch>

Replace <ar ch> with your kernel architecture (usually amd64). This will install the IET module
package to match the latest Debian 2.6 kernel for your architecture. If you are using a stock kernel
other than the latest Debian kernel, issue the following command instead:

aptitude install iscsitarget iscsitarget-nodul es- unane -r°

2.3. Installing the Pacemaker cluster manager
on Red Hat Enterprise Linux

RHEL 5 packages are provided by the Pacemaker project and are available the project website.
Pacemaker is best installed using the yumpackage manager. To be able to do so, you must first
add the Pacemaker repository to your repository configuration:

- Download the repository file from http://www.clusterlabs.org/rpm/epel-5/clusterlabs.repo
and install it into the / et ¢/ yum r epos. d directory.

- Then, install Pacemaker (and dependencies) with yum i nst al | pacemaker. x86_64.

2.4. Installing Pacemaker on SLES 11

Installing Pacemaker on SLES 11 requires a valid SUSE Linux Enterprise High Availability Extension
subscription.

@ Note
Enabling SLE 11 HAE is beyond the scope of this manual.

Once enabled, you may install Pacemaker with the following command:
zypper install pacenmaker
Then, to make sure Pacemaker is started automatically on system startup, issue:

zypper install pacemaker
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Chapter 3. Initial Configuration

This section describes the configuration of a highly available iSCSI Target and Logical Units (LU)
in the context of the Pacemaker cluster manager.

3.1. Configuring a DRBD resource

First, it is necessary to configure a Pacemaker resource that manages a DRBD device. This resource
will act as the Physical Volume of an LVM Volume Group to be created later. This example assumes
that the LVM Volume Group is to be called i scsi vg01, hence, the DRBD resource uses that
same name.

gl obal {
usage- count yes;

}

conmmon {
protocol C;
di sk {
on-io-error detach;
fencing resource-only;
}
net {
cram hmac-al g shail;
shar ed-secret "a6a0680c40bca2439dbe48343ddddcf 4";
}
syncer {
rate 30M
al -extents 3389;
}
handl ers {
fence-peer "/usr/lib/drbd/crmfence-peer.sh";
after-resync-target "/usr/lib/drbd/crm unfence-peer.sh"
pri-on-incon-degr "echo b > /proc/sysrqg-trigger"
}
}

resource iscsivgol {
devi ce /dev/drbdl
di sk /dev/sdal;
nmet a- di sk i nternal

on alice {
address 10.0.42.1:7790;
}
on bob {
address 10.0.42.2:7790;
}
}

3.2. LVM Configuration

It is necessary instruct LVM to read Physical Volume signatures from DRBD devices, rather than
the underlying backing block devices. The easiest approach for doing this is to mask the underlying
block device from the list of devices LVM scans for PV signatures.
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Todo so, open the LVM configuration file (/ et ¢/ | vid | vm conf ) and edit the following entries:
filter = [ "r|/dev/sdb.*|" ]

In addition, you should disable the LVM cache by setting:

wite cache_state = 0

After disabling the LVM cache, make sure you remove any stale cache entries by deleting / et ¢/
| vm cache/ . cache.

You must repeat the above steps on the peer node.

Now, to be able to create an LVM Volume Group, it is first necessary to initialize the DRBD resource
as an LVM Physical Volume. To do so, after you have initiated the initial synchronization of your
DRBD resource, issue the following commands on the node where your resource is currently in
the Primary role:

pvcreate /dev/drbd/by-res/iscsivg0Ol

Now, create an LVM Volume Group that includes this PV:

vgcreate iscsivg0l /dev/drbd/ by-res/iscsivg0ol

3.3. Initial Pacemaker configuration steps

@ Note

While this manual covers the configuration of the Pacemaker cluster manager,
the configuration of the cluster stack that Pacemaker uses is beyond the
scope of this manual. Please see Initial Configuration [http://clusterlabs.org/wiki/
Initial_Configuration] (from the ClusterLabs Wiki) for details on bootstrapping a
Pacemaker cluster configuration.

In a highly available iSCSI target configuration that involves a 2-node cluster, you should
- Disable STONITH;

+ Set Pacemaker’s no quorum policy to ignore loss of quorum;

- Set the default resource stickiness to 200.

To do so, issue the following commands from the CRM shell:

crnm(live)# configure

crn(live)configure# property stonith-enabl ed="fal se"
crn(live)configure# property no-quorumpolicy="ignore"
crn(live)configure# property default-resource-stickiness="200"
crn(live)configure# commt

3.4. Creating an Active/Passive iSCSI
configuration

An active/passive iSCSI Target consists of the following cluster resources:

- A DRBD resource to replicate data, which is switched from and to the Primary and Secondary
roles as deemed necessary by the cluster resource manager;
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+ An LVM Volume Group, which is made available on whichever node currently holds the DRBD
resource in the Primary role;

- Avirtual, floating cluster IP address, allowing initiators to connect to the target no matter which
physical node it is running on;

+ The iSCSI Target itself;

« One or more iSCSI Logical Units (LUs), each corresponding to a Logical Volume in the LVM
Volume Group.

The following Pacemaker configuration example assumes that 10.9.9.180 is the
virtual IP address to wuse for a target with the iSCSI Qualified Name (IQN)
i gn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg01l.

The target is to contain two Logical Units with LUNs 1 and 2, mapping to Logical Volumes named
[ unl and | un2, respectively.

To start configuring these resources, open the crm shell as r oot (or any non-r oot user that is
part of the hacl i ent group), and issue the following commands:

crm(live)# configure
crm(live)configure# primtive p_drbd_iscsivg0l \
ocf:linbit:drbd \
parans drbd_resource="iscsivg0l" \
op nonitor interval="10"
crm(live)configure# ns nms_drbd_iscsivg0l p_drbd_iscsivg0l \
met a mast er-max="1" master-node- max="1" cl one- max="2" \
cl one- node- max="1" notify="true"

This will create a Master/Slave resource corresponding to the DRBD resource i scsi vg01.

crn(live)configure# primtive p_ip_alicebob0l \
ocf: heartbeat: | Paddr2 \
paranms i p="10.9.9.180" cidr_netnask="24" \
op nmonitor interval ="10s"
crn(live)configure# primtive p_lvm.iscsivg0Ol \
ocf: heartbeat: LVM \
par ams vol gr pnane="i scsi vg01" \
op nmonitor interval ="30s"
crn(live)configure# primtive p_target _iscsivgOl \
ocf: heartbeat:i SCSI Tar get \
paranms i gn="iqgn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg01l" \
tid="1" \
op nmonitor interval ="10s"

@ Note
You must specify the numeric targetid (t i d)if you are using the tgtimplementation.
For IET, setting this parameter is optional.

Thus, we have configured a highly available IP address, Volume Group, and iSCSI Target. We can
now add Logical Units:

crm(live)configure# primtive p_lu_iscsivg0l_lunl \
ocf: heartbeat:i SCSI Logi cal Unit \
paranms target _iqn="iqn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg01" \
[ un="1" path="/dev/iscsivg0l/lunl" \
op nonitor interval ="10s"
crm(live)configure# primtive p_lu_iscsivg0l_ |lun2 \
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ocf: heartbeat:i SCSI Logi cal Unit \
parans target_iqn="iqgn.2001-04. com exanpl e: st or age. exanpl e. i scsi vgo1l" \
[ un="2" path="/dev/iscsivg0l/lun2" \
op nonitor interval ="10s"

Now to tie all of this together, we must first create a resource group from the resources associated
with our iSCSI Target:

crn(live)configure# group rg_iscsivg0l \
p_lvm.iscsivg0l \
p_target iscsivg0l p lu_iscsivgO0l lunl p lu_iscsivgOl |un2 \
p_ip_alicebob0l

This group, by Pacemaker default, is ordered and colocated, which means that the resources
contained therein will always run on the same physical node, will be started in the order as
specified, and stopped in reverse order.

Finally, we have to make sure that this resource group is also started on the node where DRBD
is in the Primary role:

crn(live)configure# order o_drbd before_ iscsivg0l \
inf: ns_drbd_iscsivgOl: pronbte rg_iscsivgOl:start

crn(live)configure# colocation c_iscsivg0l on _drbd \
inf: rg_iscsivg0Ol ns_drbd iscsivgOl: Master

Now, our configuration is complete, and may be activated:

crn(live)configure# conmit

3.5. Creating an Active/Active iSCSI
configuration

An active/active iSCSI Target consists of the following cluster resources:

Two DRBD resources to replicate data, which are switched from and to the Primary and Secondary
roles as deemed necessary by the cluster resource manager;

« Two LVM Volume Groups, which are made available on whichever node currently holds the
corresponding DRBD resource in the Primary role;

- Two virtual, floating cluster IP addresses, allowing initiators to connect to the target no matter
which physical node it is running on;

+ The iSCSI Targets themselves;

- One or more iSCSI Logical Units (LUs), each corresponding to a Logical Volume in one of the
two LVM Volume Groups

10. 9. 9. 180and 10. 9. 9. 181 are the virtual IP addresses to use for two targets with the iSCSI
Qualified Names (IQN) iqgn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg0l
andi gn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg02, respectively.

The targets are to contain two Logical Units with LUNs 1 and 2, mapping to Logical Volumes named
[ unl and | un2 in each Volume Group, respectively.

To start configuring these resources, open the cr mshell as r oot (or any non-r oot user that is
part of the hacl i ent group), and issue the following commands:

crnm(live)# configure
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crnm(live)configure# primtive p_drbd_iscsivg0l \
ocf:linbit:drbd \
params drbd_resource="iscsivg0l" \
op nonitor interval ="10s"
crn(live)configure# ns ns_drbd_iscsivg0l p_drbd_iscsivg0l \
nmeta master-nmax="1" nmaster-node- max="1" cl one- max="2" \
cl one- node- max="1" notify="true"
crnm(live)configure# primtive p_drbd_iscsivg02 \
ocf:linbit:drbd \
paranms drbd_resource="iscsivg02" \
op nonitor interval ="10s"
crn(live)configure# ns ns_drbd_iscsivg0l p_drbd_iscsivg02 \
nmeta cl one-max="2" notify="true"

This will create Master/Slave resources corresponding to the DRBD resources i scsi vg01 and
i scsivg02.

crm(live)configure# primtive p_ip_alicebob0l \
ocf: heartbeat: | Paddr2 \
parans i p="10.9.9.180" cidr_netmask="24" \
op nonitor interval ="10s"
crm(live)configure# primtive p_ip_alicebob02 \
ocf: heartbeat: | Paddr2 \
parans i p="10.9.9.181" cidr_netmask="24" \
op nonitor interval ="10s"
crm(live)configure# primtive p_Ivm.iscsivg0l \
ocf: heartbeat: LVM \
par ans vol gr pnane="i scsi vg0ol" \
op nonitor interval ="30s"
crm(live)configure# primtive p_Ivm.iscsivg0l \
ocf: heartbeat: LVM \
par ans vol gr pnane="i scsi vg02" \
op nonitor interval ="30s"
crm(live)configure# primtive p_target _iscsivgOl \
ocf: heartbeat:i SCSI Target \
parans i gn="iqgn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg01" \
tid="1" \
op nonitor interval ="10s"
crm(live)configure# primtive p_target _iscsivg02 \
ocf: heartbeat:i SCSI Target \
parans i gn="iqgn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg02" \
tid="2" \
op nonitor interval="10s

@ Note
You must specify the numeric targetid (t i d)if you are using the tgtimplementation.
For IET, setting this parameter is optional.

Thus, we have configured a highly available IP address, Volume Group, and iSCSI Target. We can
now add Logical Units:

crn(live)configure# primtive p_lu_iscsivg0l lunl \
ocf: heartbeat:i SCSI Logi cal Unit \
parans target iqn="iqn.2001-04.com exanpl e: st orage. exanpl e. i scsi vg01" \
| un="1" path="/dev/iscsivg0l/lunl" \
op nonitor interval ="10s"
crn(live)configure# primtive p_lu_iscsivg0l lun2 \
ocf: heartbeat:i SCSI Logi cal Unit \
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parans target_iqn="iqgn.2001-04. com exanpl e: st or age. exanpl e. i scsi vgo1l" \
[ un="2" pat h="/dev/iscsivg0
crnm(live)configure# primtive p_lu_iscsivg02_lunl \
ocf: heartbeat:i SCSI Logi cal Unit \
parans target_iqn="iqgn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg02" \
[ un="1" path="/dev/iscsivg02/lunl" \
op nonitor interval ="10s"
crnm(live)configure# primtive p_lu_iscsivg02_lun2 \
ocf: heartbeat:i SCSI Logi cal Unit \
parans target_iqn="iqgn.2001-04. com exanpl e: st or age. exanpl e. i scsi vg02" \
[ un="2" pat h="/dev/iscsivg02/lun2" \
op nonitor interval ="10s"

Now to tie all of this together, we must first create resource groups from the resources associated
with our iSCSI Targets:

crn(live)configure# group rg_iscsivg0l \
p_lvm.iscsivg0l \
p_target iscsivg0l p lu_iscsivgO0l lunl p lu_iscsivgOl |un2 \
p_ip_alicebob0l

crn(live)configure# group rg_iscsivg02 \
p_lvm.iscsivg02 \
p_target iscsivg02 p lu_iscsivg02 lunl p lu_iscsivg02 |un2 \
p_ip_alicebob02

These groups, by Pacemaker default, are ordered and colocated, which means that the resources
contained therein will always run on the same physical node, will be started in the order as
specified, and stopped in reverse order.

We now have to make sure that this resource group is also started on the node where DRBD is
in the Primary role:

crn(live)configure# order o_drbd before_ iscsivg0l \
inf: ns_drbd_iscsivgOl: pronbte rg_iscsivgOl:start

crn(live)configure# colocation c_iscsivg0l on _drbd \
inf: rg_iscsivgOl ns_drbd iscsivgOl: Master

crn(live)configure# order o_drbd before_ iscsivg02 \
inf: ns_drbd_iscsivg02: pronbte rg_iscsivg02:start

crn(live)configure# colocation c_iscsivg0l on _drbd \
inf: rg_iscsivgOl ns_drbd iscsivgOl: Master

crn(live)configure# colocation c_iscsivg02 on_drbd \
inf: rg_iscsivg02 ns_drbd_iscsivg02: Mast er

Now, our configuration is complete, and may be activated:

crn(live)configure# conmt




Chapter 4. Security Considerations

Access to iSCSI targets may be restricted in one of several fashions:

- By initiator address. Access to iSCSI targets may be restricted to specific initiators, identified
by their IP addresses or iSCSI Qualified Name (IQN).

- By initiator credentials. iSCSI Targets may be protected with a username and password.
Initiators are then forced to login with those credentials using the Challenge-Response
Authentication Protocol (CHAP). This protocol does not transmit passwords in the clear, instead
it uses password hashes in a challenge-reponse exchange.

- Combined approach. The two above approaches may be combined, such that targets can be
connected to only from specific initiator IP addresses, where the initiators have to additionally
pass CHAP authentication.

4.1. Restricting target access by initiator
address

To restrict access to a target to one or more initiator addresses, use the i ni t i at or s parameter
supported by the iSCSI Target Pacemaker resource agent:

crnm(live)configure# edit p_target _iscsivg0l

This will bring up a text editor containing the current configuration parameters for this resource.
Edit the resource to include the allowed_initiators parameter, containing a space- separated list
of initiator IP addresses allowed to connect to this target. In the example below, access is granted
to initiator IP addresses 10. 9. 9. 60 and 10. 9. 9. 170.

@ Note

This approach is valid when using iSCSI Enterprise Target (IET) or SCSI Target
Framework (tgt) as the underlying iSCSI target implementation.

primtive p_target_iscsivg0l \
ocf: heartbeat:i SCSI Target \
parans iqgn="ign. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vgo1l" \
allowed_initiators="10.9.9.60 10.9.9.170" \
op nonitor interval ="10s"

When you close the editor, the configuration changes are inserted into the CIB configuration. To
commit these changes, as usual, enter the following command:

crn(live)configure# conmt

After you commit the changes, the target will immediately reconfigure and enable the access
restrictions.

A Caution

If initiators are connected to the target at the time of re-configuration, and one of
the connected initiators is not included in the i ni ti at or s list for this resource,
then those initiators will lose access to the target, possibly resulting in disruption on
the initiator node. Use with care.

10
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4.2. Restricting target access by using CHAP
credentials

To create a username and password which initiators must use to log in to an iSCSI target, use the
user name and passwor d parameters supported by the iSCSITarget Pacemaker resource agent:

crm(live)configure# edit p_target _iscsivg0l

This will bring up a text editor containing the current configuration parameters for this resource.
Edit the resource to include the user nane and passwor d parameters, containing the username
and password to access the target. In the example below, access is granted to initiators using a
username of i scsi and password of zi 1cai ghai To.

primtive p_target iscsivg0l \
ocf: heartbeat:i SCSI Tar get \
params i gn="iqgn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg0o1l" \
i ncom ng_usernane="iscsi" \
i ncom ng_passwor d="zi 1cai ghai To" \
op nonitor interval ="10s"

@ Note
Some iSCSI initiator implementations require that the CHAP password is at least 12
bytes long.

When you close the editor, the configuration changes are inserted into the CIB configuration. To
commit these changes, as usual, enter the following command:

crnm(live)configure# conmmt

After you commit the changes, the target will immediately reconfigure and enable the access
restrictions.

A Caution

If initiators are connected to the target at the time of target re-configuration,
they will invariably lose target access until re-configured with matching credentials
themselves. As this is likely to cause disruption on the initiator node, you should
change usernames and/or passwords only on targets with no initiator activity.

11



Chapter 5. Setting configuration
parameters

This section outlines some of the configuration parameters one may want to set in a highly
available iSCSI Target configuration.

5.1. Per-target configuration parameters

You may set configuration parameters at the iSCSI target level by using the
addi ti onal _par anet er s instance attribute defined for the iSCSITarget resource agent.

To set, for example, the Def aul t Ti mne2Ret ai nand Def aul t Ti me2Wai t session parameters
to 60 and 5 seconds, respectively, modify your target resource as follows:

crnm(live)configure# edit p_target _iscsivg0l

primtive p_target_iscsivg0l \
ocf: heartbeat:i SCSI Target \
parans iqgn="ign.2001- 04. com exanpl e: st or age. exanpl e. i scsi vgo1l" \
addi ti onal _par anet er s="Def aul t Ti mre2Ret ai n=60 Def aul t Ti ne2Wai t =5"
op nonitor interval ="10s"

crn(live)configure# conmit

5.2. Per-LU configuration parameters
5.2.1. SCSI ID and serial number

For some applications, smooth uninterrupted failover requires that the SCSI ID associated with a
Logical Unit is identical regardless of which node currently exports the LU. The same applies to
the SCSI Serial Number. Examples of such applications are the device-mapper multipath target
(dm nul ti pat h) on Linux, and the Microsoft iSCSI initiator on Windows.

Thei SCSI Logi cal Uni t resource agent attempts to select sensible, consistent values for these
fields as appropriate for the underlying iSCSl implementation. Still, you may prefer to set the SCSI
ID and/or serial number explicitly as part of the LU configuration.

To set a SCSI ID or serial number for an exported LU, edit the i SCSI Logi cal Uni t resource to
include the scsi _i d or scsi _sn parameter (or both):

crn(live)configure# edit p_lu lunl

primtive p_lu_lunl\
ocf: heartbeat:i SCSI Logi cal Unit \
par ans
target i gqn="i gn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg01"
[ un="1" path="/dev/iscsivg0l/lunl" \
scsi _id="iscsivgOl.lunl" scsi_sn="4711" \
op nonitor interval ="10s"

crn(live)configure# commt

5.2.2. Vendor ID and Product ID

Two other SCSI Vital Product Data (VPD) fields that you may wish to set explicitly are the SCSI
Vendor ID and Product ID fields. To do so, add the resource parameters vendor _i d and/or
product _i d to your LU configuration:
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Setting configuration parameters

crnm(live)configure# edit p_lu_lunl

primtive p_lu_lunl\
ocf: heartbeat:i SCSI Logi cal Unit \
params target _iqn="iqn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg01" \
[ un="1" path="/dev/iscsivg0l/lunl" \
vendor i d="STGT" scsi _id="iscsivg0l.lunl" scsi_sn="4711" \
op nmonitor interval ="10s"

crn(live)configure# commt

@ o
Interestingly, STGT uses a default vendor ID of IET. If you are using the tgt target
implementation, you may want to set the vendor ID to a non-default value as shown
in the example, to avoid confusion.
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Chapter 6. Using highly available iSCSI
Targets

This section describes some common usage scenarios for highly available iSCSI Targets.

6.1. Connecting to iSCSI targets from Linux

The recommended way of connecting to a highly available iSCSI Target from Linux is to use the
initiator delivered by the Open iSCSI project (http://www.open-iscsi.org).

After installing the Open iSCSI administration utilities, it is first necessary to start the iSCSI
initiatior daemon, i scsi d. To do so, issue one of the following commands (depending on your
distribution):

/etc/init.d/ open-iscsi start
rcopen-i scsi start
service open-iscsi start

Now you may start a discovery session on your target portal. Assuming your cluster IP address
for the target is 10.9.9.180, you may do so using the following command:

i scsiadm -m discovery -p 10.9.9.180 -t sendtargets
The output from this command should include the names of all targets you have configured.

10.9.9.180: 3260, 1 ign. 2001-04. com exanpl e: st or age. exanpl e. i scsi vg01l

@ Note
If a configured target does not appear in this list, check whether your initiator has
been blocked from accessing this target via an initiator restriction (see Section 4.1,
“Restricting target access by initiator address” [10]).

Then, if you have configured your iSCSI Target to require authentication (see Section 4.2,
“Restricting target access by using CHAP credentials” [11]), you must set a username and
password for any target you wish to connect to. To do so, issue the following commands:

i scsiadm -m node -p 10.9.9.180 \
-T iqgn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg0l \
--op update \
-n node. sessi on. aut h. aut hnet hod -v CHAP

i scsiadm -m node -p 10.9.9.180 \
-T iqgn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg0l \
--op update \
-n node. sessi on. aut h. usernane -v iscs

i scsiadm -m node -p 10.9.9.180 \
-T iqgn.2001- 04. com exanpl e: st or age. exanpl e. i scsi vg0l \
--op update \
-n node. sessi on. aut h. password -v zi 1cai ghai To

Finally, you may log in to the target, which will make all LUs configured therein available as local
SCSI devices:

i scsiadm -m node -p 10.9.9.180 \
-T iqgn. 2001- 04. com exanpl e: st or age. exanpl e. i scsi vg0l \
--login
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6.2. Connecting to iSCSI targets from
Microsoft Windows

On Microsoft Windows, iSCSI Target connections are managed by the Microsoft iSCSI Initiator
Service, which is available free of charge from Microsoft and my be installed on Microsoft
Windows Server 2003 and 2008.

2 Important

Smooth, uninterrupted target failover in conjunction with the Microsoft iSCSI
Initiator is guaranteed only if the Logical Units' SCSI IDs and serial numbers are
persistent across the failover process. Refer to the Section 5.2.1, “SCSI ID and serial
number” [12] for considerations on consistent SCSI IDs and SNs.

6.2.1. Configuring Microsoft iSCSI Initiator using the
Control Panel applet

To configure access to an iSCSI target from Microsoft Windows, open the Control Panel item
M crosoft i SCSI Initiator. First, click on the Di scovery tab, then under Tar get
Por t al s click Add to add a connection to a target portal.

Inthel P addr ess or DNS nane field, enter the floating cluster IP address of your configured
iSCSI target as the target IP address. You may of course also use a host name if it resolves to the
cluster IP address.

Figure 6.1. Configuring target IP address on Windows

iSCSI Initiator Properties X

General Discovery |Targels| F'srs\slsanalgstsI Eound VDIumesa‘Devicesl

R R E ] 5 1 d Target Portal <]

Address F Type the IP address or DNS name and socket number of the portal vou
want ko add. Click Advanced to select specific settings For the discovery
session ta the portal.

IP address or DNS name: Part:

| | | 3260 Advanced...
Add
T

~I5NS Servers

Mame

Add Fiemoyve I Refresh |

akK I Cancel | Spply |

If your target is protected by CHAP authentication, click Advanced...to open the advanced
settings dialog. Check the CHAP | ogon i nf or mati on checkbox. Enter the username and
password configured for target authentication.
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Figure 6.2. Configuring CHAP authentication on Windows

iSCS] Initiator Properties

General Discovery | Targets | Persistent Taigets | Bound Velumes/Devices |

TagetPoreh D > |
o IR M #vanced Settings [2]x]
:f; General | IPSec |
Connect by using
P
10 Local adapter, | Diefauit |
& SourcelP:  [Defauit =
[ ke TargetPotat | =l
[Mame  ——
CAC / Checksum
’Vl' D ata digest ™ Header digest
[# CHAP logon information
Add CHAP helps ensure data security by providing authentication between
= atarget and an initiatar ling to establish a connection. To use it

speciy the same target CHAF secrel that was configured on the target
fiar this initiator.

User name: |\scsn

Target secret Iuou.\
I™ Perform mutual authentication

To use mutual CHAP specify an initistor secret on the Initistor Settings
page and configure that secret on the target.

[k ] concel Bgly

Note

Be sure to leave the Per f or m nut ual aut henti cat i on checkbox unchecked.

Next, select the Targets tab. It should now list any targets visible to the initiatior under the
configured portal address. In the example below, there is one target available. Since the target
has not been logged into, its status is listed as | hacti ve:

Figure 6.3. Discovered iSCSI target on Windows

iSCSI Initiator Properties
Genetall Discovery  Targets | PersistentTargetsI Bound \u"olumes.-"Devicesl

Select a target and click Log On to access the storage devices for that
target. Click details to gee information about the sessions, connections and
devices for that target.

Targets:

Details | LogOn... | Fefresh |

oK I Cancel | Lpply |

You may now click Log On...to log on to the target:
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Figure 6.4. iSCSI target logon dialog on Windows

i5CSI Initiator Properties b4 I

Log On ko Targekt I

Target name:

I ign.2001-04. com.linbit: storage. alicebob. iscsivg0l

™ Enable multi-path

3 Only select this option iF iSCSI multi-path software is already installed
= o your computer,

Advanced. .. | OF I Cancel

Details | Log On... | Fiefresh |

oK | Cancel | Lpply |

Be sure to check box the labeled Aut omat i cal | y restore thi s connecti on when the
syst em boot s, to ensure that the connection to the configured target portal is automatically
restored on system boot.

When you have configured your initiator correctly, the target should be listed as Connect ed in
the Targets list:

Figure 6.5. Connected target on Windows

15CSI Initiator Properties
Generall Discovery Targets |PersistentTargets| Bound \u"olumes.-"Devic:esl

Select a target and click Log On to access the storage devices for that
target. Click details to see information about the session:, conhections ard
devices for that target.

Targets:

Mame Skatuz

Detailz | Log On... | Refresh |

0K I Cancel | Appli |

6.2.2. Configuring Microsoft iSCSI Initiator using
| scsicli

Microsoft iSCSI Initiator comes with a command line utility named i scsi cl i , which may also
be used to configure access to iSCSI portals and targets.
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To connect to a target portal, use the following command:

C\>iscsicli QAddTargetPortal 10.9.9.180
M crosoft i SCSI Initiator version 2.0 Build 3825

The operation conpleted successfully.
You should now be able to retrieve information associated with the newly added target:

C\>iscsicli ListTargetPortals
M crosoft i SCSI Initiator version 2.0 Build 3825

Total of 1 portals are persisted:
Address and Socket : 10.9.9.180 3260

Synbol i ¢ Name
Initiator Nane

Port Nunber . <Any Port>
Security Fl ags N 0)'{0]

Ver si on 0

I nformati on Specified: 0x0

Logi n Fl ags A 0){0]

The operation conpleted successfully.
Next, list the targets accessible via this target portal:

C:\>iscsicli ListTargets
M crosoft iSCSI Initiator version 2.0 Build 3825

Targets List:
i gn. 2001-04.com |l inbit:storage. alicebob.iscsivg0l
The operation conpleted successfully.

You may now add the newly discovered target to your configuration, as a persistent target.
i scsi cli requires that you enter the same parameters both for target login, and for making
the target persistent:

C.\>i scsicl
Per si st ent Logi nTarget iqn.2001-04.com linbit:storage.alicebob.iscsivg0l

T* * * % *x * *x * *x *x * *x * * * O

M crosoft iSCSI Initiator version 2.0 Build 3825

Logi nTarget to iqgn.2001-04.com linbit:storage. alicebob.iscsivg0l
on <no init instance> to <no portal >/0
The operation conpleted successfully.

C.\>i scsi cl

Logi nTarget iqgn.2001-04.com |l inbit:storage.alicebob.iscsivg0l

T* * * * * * * * * * * * * * * O

M crosoft iSCSI Initiator version 2.0 Build 3825

Logi nTarget to iqgn.2001-04.comlinbit:storage. alicebob.iscsivg0l on
<no init instance> to <no portal >/ 0

Session Id is Oxfffffadfe5f70018-0x4000013700000010

Connection Id is Oxfffffadfe5f70018-0xf

The operation conpleted successfully.
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@ Note

If your target is configured with CHAP authentication, replace the trailing *
with <user nane> <password> 1.

0

Finally, import Logical Units into your local disk configuration:

C:\>iscsicli bindpersistentvol unes
M crosoft iSCSI Initiator version 2.0 Build 3825

The operation conpleted successfully.

6.2.3. Initializing iISCSI disks on Windows

@ Note

When you connect a Windows host to a target that uses tgt for the first time, the
Windows Plug and Play manager displays a new, unknown storage controller device.
This is the virtual “controller” LUN O that tgt exposes. No driver for this device exists,
nor is one necessary. Simply click through the New Device Wizard and choose not to
install any driver. This consideration does not apply if your iSCSI target cluster uses
an implementation other than tgt.

After you have added a target’s Logical Units to your computer’s configuration as local disks, open

the Conput er Managenent console from the Administrative Tools menu and select Logi cal
Di sk Manager . Your new disk should now be listed among the local drives available:

Figure 6.6. New iSCSI disks in Windows Logical Disk Manager

| 0[& K 1wzim

Right-click on one of the new disks labeled Unknown and Not I nitialized, and select
Initialize D sk.You will be prompted to select one or more disks to initialize:
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Figure 6.7. Initializing iSCSI disks in Windows

I [ Type [ Fio System | Stts T Copacky [ Fre Space [ o Free [Fe
|9<<> Pt Besk NS Heskhy Grsem) 59968 4a2d8 4% M

Tpisk 2

Unknown

20068 2.00 8
Not Intiaized Unallocated

W Unslocated [l Pimay parion {
| |

Wistart| | (3 & @ |[Z computer Manageme... | /&K w3t

After drives are initialized, their status changes to Basi ¢ and Onl i ne. You may now format the
drive, assign a drive letter, or mount point, just as you would with a local disk.

Figure 6.8. iSCSI disks in Windows after initialization

volume [ Layout_| Type [ Fie system | status [ Capacity [ Free Space [ % Free [ Fa
S () Partiion Basic NTFs Heathy (system) 9.99GB 44268 4% o

| |

()

9,59 GBNTFS 13318

Healthy (System) Unsliocated
Basic

19368

Orline Unallocated
@isk 2
Basic
19968 19368
Orline Unallocated

W Unalocoted [l Fiimary patition {
| |

istart] | (@ @ @ [ computermanageme.. | /&K warm

A Caution

Do not convert the iSCSI disk to a Dynamic Disk. This is not supported on Windows;
iSCSI connected drives should always remain configured as Basic Disks.
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Chapter 7. Feedback

Any questions or comments about this document are highly appreciated and much encouraged.
Please contact the author(s) directly; contact email addresses are listed on the title page.

For a public discussion about the concepts mentioned in this white paper, you are invited to
subscribe and post to the drbd-user mailing list. Please see http://lists.linbit.com/listinfo/ drbd-
user for details.
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